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Abstract— Network Admission Control (NAC) is a computer 

networking concept that uses a set of protocols to secure the 

network nodes prior to their accessing the network. NAC 

provides an enforcement mechanism that helps to ensure that 

computers are properly configured and comply with the 

organisation's security policy. In this paper we have provided a 

simple cost effective NAC system using open source software 

satisfying the needs of the organization. 
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I. INTRODUCTION 

NAC, restricts access to the network based on identity or 

security posture. When a network device  is configured for 

NAC, it can force user or machine authentication prior to 

granting access to the network. NAC was designed to make 
the decision whether a particular user and the associated 

endpoint should be allowed on the network or not, and 

potentially what to do with them if they were not in 

compliance. [1], [2] 

 

II. ANALYSIS AND DESIGN 

 The architecture and technologies used for the proposed 

system are described here: 

A. Architecture 

        The Trusted Network Connect Work Group is working 

to define and promote an open solution architecture that 

enables network operators to enforce policies regarding the 

security state of endpoints in order to determine whether to 

grant access to a requested network infrastructure. The Trusted 

Network Connect (TNC) architecture will leverage and 

integrate the network access control mechanisms such as 

802.1X.[25] 

       

  The primary roles in the TNC architecture are the 

Access Requestor (AR), the Policy Enforcement Point (PEP), 
the Policy Decision Point (PDP), The AR requests access to a 

protected network. The PDP compares the AR's credentials 

(e.g. user certificates, password, etc.) and information about its 

security posture against certain network access policies, and 

then decides whether network access should be granted to the 

AR. If a PEP is present, the PDP then communicates its 

decision to the PEP, which actually grants or denies access 

(i.e. enforces access control). [6]- [15] 

 

 
 

 

Fig. 1  Architecture for the proposed system 

B. Network Access Technology -IEEE 802.1x 

       The 802.1X standard provides a framework for port 

based access control (PBAC) that is increasingly becoming 

accepted for LANs and WLANs.[16],[27]. IEEE 802.1X 

provides port authorisation on a per-user or per-host basis (the 

authenticator will not forward frames until the RADIUS server 

signals that the supplicant is authorised), support for multiple 

authentication methods (using EAP), separation of the 

authenticator from the back-end authentication server, 

allowing user management and policy decision making to be 

centralised. A Supplicant in 802.1X maps quite readily to an 

AR in TNC architecture. Here, the Supplicant that wishes port 
access at an Authenticator (e.g. 802.11 Access Point, Switch) 

will be authenticated by the Authentication Server (AS) based 

on the access policies defined in the AS. Integrity 

measurement and reporting can enhance an 802.1X 

deployment by providing the AS with additional data 

regarding the integrity status of the Supplicant. [26] 
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Fig. 2  Flow diagram for Authentication 

C. Message Transport Technology-EAP-TLS 

 EAP is a protocol that supports multiple 

authentication mechanisms such as EAP-MD5, EAP-TLS, 

EAP-TTLS, EAP-LEAP and EAP-PEAP. From comparison 

our preference is EAP-TLS because of its strong security 

feature. It based on Public Key Infrastructure (PKI) and X.509 

certificates to handle the authentication. The supplicant has it 
own certificate that can be verified by the server. As far as the 

mutual authentication, the server will also present its 

certificate to the supplicant to be validated.[3],[18]-[21] 

 

 

Fig. 3  EAP-Packet format 

D. PDP Technology-RADIUS 

 The Remote Authentication Dial-In User Service 

(RADIUS) is a client/server security protocol created by 

Lucent Remote Access. RADIUS is an Internet draft standard 
protocol. User profiles are stored in a central location, known 

as the RADIUS server. RADIUS clients (such as an Access 

Point) communicate with the RADIUS server to authenticate 

users. The primary functions of RADIUS are authentication, 

authorization, and accounting. [18] 

 

 

 

 

 

 

 

 

Fig. 4  RADIUS Authentication and Authorization Flow 

III. IMPLEMENTATION 

 

A. Network Access Layer 

 The    server   machine (Authenticating Server) 

loaded   with the    operating   system Red Hat        Enterprise 

Linux version    5 to configure the RADIUS   server for the 

authentication. The client machine (Access Requestor) loaded 

with Windows 7 and Cisco Catalyst 2960 (Authenticator) 

switch. 

 OpenSSL is used for TLS-based authentication 

methods i.e. generating the certificates for authentication 

process. It is an open-source library that crypts and decrypts 

messages required by the TLS authentication methods. The 
802.1x authentication using EAP-TLS requires the generation 

of three different certificates for the authentication process: 

Root certificate for CA, Server certificate, Client certificate. 

        Network Driver Interface Specification (NDIS) is used 

for the purpose of defining a standard API for "Network 

Interface Cards" (NIC) to communicate with network systems.         

Wire1x 2.0 is used as the supplicant for IEEE 802.1x 

authentication. The user provides their login credentials via 

the supplicant and the switch provides the login information to 

the server. [4], [5], [23], [24] 

  WIRE1x is an open-source implementation of IEEE 
802.1x client (supplicant) developed by the Wireless Internet 

Research & Engineering (WIRE) Laboratory, National Tsing 

Hua University. 

        FreeRADIUS is the open source RADIUS server used for 

the implementation. It supports all common authentication 

protocols. It is the basis for many commercial RADIUS 

appliances that support Network Access Control and WiMAX. 

The server is fast, feature-rich, modular, and scalable. 

        Switch controls the physical access to the network based 

on the authentication status of the client. The switch acts as an 

intermediary (PEP) between the client and the authentication 

server, requesting identity information from the client, 
verifying that information with the authentication server, and 

relaying a response to the client.  

B. Integrity Measurement Layer and Integrity Evaluation 
Layer 

  On top of the Network Access Requestor, still on the client 

system and part of the Access Requestor are Integrity 

Measurement Collectors (IMCs).The IMV is a component that 

verifies a particular aspect of the AR’s integrity, based on 
measurements received from IMCs and/or other data. These 

are software components that are responsible for evaluating the 

security posture of the end system. For the policy enforcement 

in our NAC system the selected policies are: to check the 

username and password of the client and to check the status of 

antivirus software installed in the client. The IMC and IMV 

modules are developed as custom modules and integrated to 

the Wire1x supplicant and FreeRADIUS server respectively.  
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Fig. 5 NAC system implementation 

 

IV. RESULTS 

         A typical configuration for a system under 802.1X 

control established. In this scenario, the client wishes to use 
services offered by server behind the switch. The PC is 

connected to a port on the switch that has 802.1X port 

authentication control enabled. The PC must therefore act in a 

supplicant role. Message exchanges take place between 

supplicant and authenticator, and the authenticator passes the 

supplicant's credentials to the authentication server for 

verification. The authentication server then informs the 

authenticator whether or not the authentication attempt 

succeeded, at which point the client is either granted or denied 

access to the LAN behind the switch. 

  

V. FUTURE ENHANCEMENTS 

  For experimental purpose, in our NAC system the selected 

policies are to check the username and password of the client 

and to check the status of antivirus software installed in the 

client. More complex policies can be included. Also, 

remediation features i.e. to bring the AR up to date in all 

integrity-related information, as defined by the current policy 

for authorization can be integrated. 
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